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Inside the Mind of Bruce Schneier

Springtime Flooded by Data Breaches
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[The security] industry
is largely built on
a bunch of alarm
systems that say your

house got broken into
a week ago
David Koretz
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All Eyes on
CSI: Cyberspace

In an ever-changing world, the way crimes are
committed, and subsequently investigated, must also
change. Lauren Moraski takes us inside the world of
modern-day cybercrime forensic investigation

This is the mternet an evalving tool of
COMMB s, & galaxy of nfonmation and a
revolutionary secial envirorment connecting
the world But them ame soms who abuse thes
technological advancement fo exploit and
steal from innocent citzens and businesses
It's my job 1o stop them, My partner is my
plop. The captain = the chief inforrmation
secunty officee, I'm an IT forerake expart.

If there were a Dragned episode about
cybercnmeg, then you might imagine
the opening narration would sound
something Bk this. In reality, the essance
of investigating frauduient cniire actwity
dossnt stray too far from examining any
other cnma - although the tools ae much
diferent, An informal survey of sxperts
SURReSES that forensic tools are not only
more ubiquitous, but they're both improving
and getling saswr to use in this age of *CS§
C!‘CW;.IXO'.

“Just the Facts Ma'am”

With most cybercrmes exsced across
Dorckars, we 0o longer rely as haavily on
such Dragnet-era fact gathering tools as
Indarvews Of video survedlancs to buld & case
Digral evidence is consdered “intrinsically
important”, says James Hams, acteg unit chet
of Cybercrime Uni 2 at the FBI

Wih a cybercrime. everything leaves a
trail, “Almest every crime comemettad focay

invches some degree of electronic evidence”
ackls Mark Rasche, director of cybersecunty
at CSC, a cybersecurity fimn based in Falls
Church, Virginia

“Forensics sn't just recovenng deleted
$les”, notes Rob Lee, the curriculum lead for
digtal forensic training at the SANS Inshtute
"It's more the aralysis of digtal artifacts to
be able to Wil a factually based story of what
a human created.”

Frank Coggrave, general manager EMEA
of Gudance Software, says the data collected
during his learn’s investigations have made it
“al the way to tha [US] Suprems Court”

Some say that with web applcations,
for axampie, early detection and rsponse
are key components to any Gybercrime,
David Koretz, foundar of Mykonos Software,
a web applicabon secunty comparny, say's:
“Forenscs 5 greal, but the first goal should
be prevention.”

The Cybercrime Nitty-Gritty
No two cybercremes are the same, and the
approaches vary depanding on the Yools
deployed and the investigators on the case.
n shont, according to Rasche, the shaps
used m [T farensics include identfication,
acqusition, analysis and reporting,

Laura Mathar, former fraud preventon
expert at eBay ~ who now rurs SibverTail
Sysems - say's, sImply put: you need find how

the bad guy got 1 and how he perpetratnd the
crme But that's not alwinys easy

You're either able to
think like a criminal
or not

Lisa Mather, SilverTail Systems
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Almost every crime
committed today
involves some degree
of electronic evidence

Mark Rasche, CSC

"Tham wera many attacks happening at
eBay”, she recalls. “® came down 1o trying
to plug all the hales in the dam. We didn't
have bme to be stratege.” Nevartheless, a
strategic road map s necessary these days
Mathar says that examning a cybeecrime
t5 analogous to iInvesbgating a cnme in the
real world: you need to understand motive,

*Each sduation is different”, adds the
FBI's Harris. *You have to gather as rmuch
nformation as possibie without undue
hardship to the company. We hove Lo get
1he logs, retwork connactions and samples
of the malware.” Wehin the FBI the first
fesponss is usually done at the Meld offce
level, and # there aren't encugh resources
there, then the Cyber Action Team, a group
of highly-trained forersic experts, steps in.

To understand how a forensic
ivestigaton unfolds in a web-based
break-in, it's helpéud to consider the phases
of an attacsc reconnatssance, attack
vector establshment, implementation,
automation, and maintenance, “An attacker
5 looking for vulnerabity, 50 you want to
shift your detection to the reconnaissance
phase”, says Koretz, He argues that the

secunly industry s “chasing yesterday’'s
attack and yesterday's thinking . this
industry is largely buit on a bunch of
darm systems that say your house got
broken info a week ago.”

Sowhat's Koretz's seluton? The menute
the mitruder trips the wire, the forersic
Investigation begns. “We start to record
tham 50 we can play & back for law
enforcement”, says Koretz i a ol of ways,
i1's not about collacting a5 much data as
possible, “The problem is that 905 of the
data s garbage”®, he contends.

One Step-By-Step Approach

We sskad Lee from SANS 1o guide us
through o step-by-step rwestigation of a
spear phishing attack - in this case, a data
breach that goss undetsctead ot o mMajor
corporabon.

How does the investigation begin?

In the migority of extermal attacks, “the
adversary makes a mistake and theyre
datectad intarnally, which happens about
204 1o 305, of the time", says Lee. He

notes that betwean 70 and 8045 of the
time, local management is contacted by law
enforcerment to ket thermn know theyre victims
of a data breach,

In the past, the iritial kneeerk reaction
was to pull 1 the affected systenms offine.
But Lee says dunng the first phase of the
atack the kay t5 not to react. This way, the
advarsary will likaly not branch out and hit
addtonal systemrs. “You almost have 1o be
sitting tham, stanng at the baar”, Les jokes.
*If you move aggressively, you can end up
hurting yourself aven worse.”

SANS' Lee says that during the tirst phase
of a cetected cyber attack the key Is to not
react which scunds liks a high-stakes game
of chickan

The goal 1s to pull the data off the
systerns to find out what malware was used
and how &'s spreading, Then it's tims to
start bwerag@ing “thmat etelligenca”™ In crdkr
o prevent and delect the next attack. *You
maally have ons shot intiady of doing this
correctly”, Lee warrs.

Frank Coggrave, Gudanos Sottwara

“Oncs you've sdentified the hosts that
are compromised, we enter ‘remediation
weekend” and go through a set of measures
n ordar 1o take all the machines down
simultanecusly...change all the passwords,
pull the conrection from tha intemet”, he
conbinues. “Basically it's an abrupl shove
of the acversary out of the natwork. Then
usng the threat intalligence you gathered
carlier, you move ko & More SgRressive
stance. Now you know the adversary is
mmedistely trying 10 get badk in, 0 you
deploy addtional resources and start that
addrional detacton”

At thes Time, i°s crucal to hive clear
metrcs inwhat will lkely become an
ongoing batths, Lee likens ths process to
gardening, explainng: "You'll never have a
garden that's completely weed-frae, Youll
abways have 1o remove the weeds and look
for redents”

Gathenng accurste farensics can get
parbcularly tncky when perpetrators try to
covar their tracks by dang anythag from
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daleting fles and using faks IP addmedses
to mstalling fogx bombs and trip wires.
Fraudsters can also concaal the orgn

of maware or a pece of mahcous code,
makang it more difficult dor an investigator
to locate core evdance

The Brains Behind the
Investigation

What dows it taka to become a successiul
cybercrime investigator? That depends on
whom you ask. Whan SdverTaif s Mather
inlerviews 3 new candidate, she almost
adwarys asks the same questiors *Tell me how

you would you get through an airport wehout

8 lickel™ She notes, “You're either abe 1o
thenk like a ciminal or not. | have that DNA
| cin say IF you want to defraud this, here's
how I'd do it*

Rasche, meanwhile, thinks investigators
need 10 have » desp knowledge of the
technology. Coggrawe observes that mary
digitad forensic investigators are former
members of law enforcement. “They have a
2ood understanding of the process and can
grasp the chain of evidence”, he says.

There are a growing number of
unversties now offenng master's-level
courses 0 the subject, but cybercrime
detactives can sprowt from many differant
backgrounds. Mather says good forensic
investigatons tand to come out of information
tachrotogy. Forensc investgators are
becommg mone specialized by gaining
expartise in niche amas Still Lee laments
that more experts ars needed Lee thinks
Large corporations shoukd hawve at least
one investigator for every 8000-10,000
workstations

Inside the Law

Az cybercnme becomes more prevalent,
sxperts ans increasngly seseng busiresses
working more closely weh law enforcement
and other government agendes. With that,
the FEI - for one - has stepped up its efforts,
‘Within the cyber division we have a rigorous
traming curriculum”, says Harrs, who adds
that an increasing number of FBI agents are
pecomng Cenfied information Systems
Security Professonals (CISSPs)

Agents on a cyber career path can be
n jeoparcy of losing their jobs it they don’t
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Joe Friday worked here, and he carmed o badge. But if he were a detective today, he would
50 be lugging & laptop, and consaiting with forensic mwestigators of & new bread

bsep up with the Yainng, he says “We

make those [training classes] available for
our local and state departments a5 well, 50
everyone has a good groundng on these
types of digital forensics”, Harris notes. The
FBl ams to keep up with the latest trends
and focls -~ most recently focusing on reverse
angmesnng of malwans

Lee believes law enforcement agenaes
have “s0 many taknted peopla”, but just not
anough of them. He adds: “Technalogy is
mving much faster than our investigators
am abie to keep up with, We have a tanth of
the people we need trained The same is tros
for corporations”

Mather = impressed by the role of
government agences, espacialy the US
Secret Service. But, she nctes, “there's
Aways gOing 10 be less resources for
these government types of nitiatives.”

She 5. however, “optmistic™ about the
Qbama admirssiration’s “latest focus on
cybersecunty”. Still no matter how much
the US doss to tackke cybercnme, many
pnsdictional and logysticad msues come nto
pliry whan tracking down the parpetrator

Nabbing the Criminal

QOnce investigators gather and analyze data,
the indormation is often handed over to law
anforcamant, but it's difficult to actually

track down the suspect and ultimately
achieve justice. Insiders say most cases
£0 unprosecuted bacause the alle ged
criminals are simply overseas or the legal
system can't keep up with the technology.
Not only is It difficult to prosecuts across
borders, but some companes don’t report
crimes bacause of the potental risk 1o
reputabon. Coggrave says there's a lot of
“brushing under the carpet”

Still, the legal hindrances haven't deterrad
forensic investigotors. “Forensic response
teams are gethng a lot bettar”, Lae admits.
Ard they're changing their approach
investigators ame learning that fighting a
cybercrime doesn't slways have & clear
endd poink. “You go in, you fight crime and
then you come home”, he says. “You can't
R0 back 1o & completedy clean whiteboard
You're always gang to be bieedng a litthe. It's
a matier of how fast you can plug the holes”

I Dragnet's Sergeant Joe Friday were an
IT forersic expert, ha'd still be interested in
maotive, but instead of fightng criminals on
the streets, he'd be deoing it from behind hes
laptop. To serve and profect dossn't aways
mean flashing a badge or carrying 2 gun. It
can be scanning interret traffic, dissecting
malwam and analyzeg data m an efort
to profect “the good citzers” of this great
world - even the citzens of Los Angeles. Bl
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